AN AN
TotalRecallVR

.. www.totalrecallvr.com >

Total Recall VR Embedded GUI
User Guide

March, 2021
Guide Issue27.0
Total Recall VR Releasel1.110

Copyright ©2021Prolancer Pty LtdSydney, Australia.

The text of and illustrations in this document are licensed by Prol@tgétd under a
Creative Commons Attributirhare Alike 3.0 Unported license ("€&Y-SA"). An
explanation of CEBY-SA is available alttp://creativecommons.org/licenses&n/3.0/ In
accordance with CBY-SA, if you distribute this document or an adaptation of it, you mus
provide the URL for the original version. Prolancer, as the licensor of this documaéres
the right to enforce, and agrees not to assert, Section 4d-BfYCEA to the fullest extent
permitted by applicable law.

Total Recall VR is a trade mark of Prolancer Pty Ltd. in Australia and other countries. Al
other trademarks are the property of their respective owners.

The information in this publication mubject to change without notiderolancer Bt Ltd
assumes no responsibilfiyr any errors that may appear in this publication.

Prolancer


http://www.prolancer.com.au/
http://creativecommons.org/licenses/by-sa/3.0/

Total Recall VR Embedded GUI

Related Documents:

[1] Prolancer Pty Ltd, Total Recall VR web site. Available from:
http://www.totalrecallvr.com/

[2] Prolancer Pty Ltd, Prolancer web site. Aahike from:
http://www.prolancer.com.au/

[3] Prolancer Pty Ltd, Total Rall VR Overview User Gde, 27.0, March2021
[4] Prolancer Pty Ltd, Total Ret& R Deployment User Guide&,7.0, March2021

[5] Prolancer Pty Ltd, TotdRecall VRLinX OmniaQuick Start Guide27.0, March
2021

[6] Prolancer Pty Ltd, Total Recall VR LinXltus Quick Start Guide?7.0, March
2021

[7] Prolancer Pty Ltd, Total RecallR/LinX Neos Quick Start Guid&,7.0, March
2021

[8] Prolancer Pty Ltd, Total Recall VR LinX Essence GUI Quick Start G@idé,
March2021

Page2 of 170


http://www.totalrecallvr.com/
http://www.prolancer.com.au/

Total Recall VR Embedded GUI

Table of Contents

Lo PEIACE. . e e ene e e et eesnnmee e e s nnnneeeee e 6
00 N 70 )V =T o[ - OO PUPRP TP 6
L.1.1. NOES & WAININGS. . uteiviiiiieiiiiiiiieeeecceeieeereeeeesteeee e e e s e e sssmmresaaaaeeeesesssasssnssnsnneeessssssssnnnnnnsd 6
1.1.2.  Typographc CONVENTIONS . .......utiiirriierieie s reemee st e e eemme e e e e s e e s snnnneee e e 6
00 I O o (o Tor =T [0 = TP PPPRP PP 4
1.2, We Need FEEADACK.........cociiiiiiii ettt 7
P22 | 1o To 18 o1 o o H PP O RO 8
2.1, ADOUE THIS GUILE. ...ttt ettt e e et eeemt e e e et e e e e e e e nnneeas 8
2.2, What is Total RECAII VR2.......ccoiiiiiiiie ettt e e re e e e e e e e 8
2.3, TOtalRECAIl VIR CONCEPLS. ..ciiiiitiiiiee ettt ieeete ettt ereet e e et e e e e s abb b e enenseeeeeesnnnes 10
RS T N =) ¢ (=] 0 1] (o] £ L TP OO PP PO PP PPPTRPON 10
2.3.2.  ReCOrdiNG POlICIES. ... ..euiiiieiiiiiii et et 12

3. ON-DOAI CONLIOIS ...ttt sttt e e s bbbt e e s smmee s s sbbb e e e e e s snnnneeeeean 14
0 I O] (o U g I 1 I ST =T =T o O PSP 14
77 @] o1 1o ] B =37/ 0= T S 14

G 70 TR (= Y28 U o 1o = 15
3.4. Using the Control KEYPa........ooeeeiiiiiiiii et eemr et e e e e e anen s s e e e eaeees 17
IR T BT = W =l /SRR 18
T 1 ISl 1= o SO OT PP EP PP RRP PSRRI 20
o I oo o 1 o IS =T=7 o A PSP PP PP 21
4.2, SEAICH SCIBEML....cii ittt et e e e e b e e et e e e e e e e e e an s 24
4.3, OPLONS MENU SBEN.....coiitiiiiie ettt ettt et eeat e e s s bbbttt e e s e bbb et e seenee e e s s annbeneeee s 27
T ot ol =3 0] o1 (o ] PP PRTRPPRPPOP 29
L0 O = L] = PP PSR TPPPPPR 29
5.2, USEI SESSIONS . ..ceiiiiittiiiie e ittt ireer et e e ettt e e e et et e et et e e e et e b e e e e e e r e r e e e e e e a e e e e s a i renaa 29
TR T o TSV T (o [ U= To 01V = R 30
ST S @70 T 110 U T =11 o OSSR S 32
5.4.1. AdMINISIrator PASSWOIT.......ccciiiiiiiiiieiiermi et e e e e ne e 32
B5.4.2.  USEI PASSWOIT.....ciiiiiiiiiiiie ettt ieeet ettt e et e et et e e s sttt e e s eeea e e e e s aannnneeees 33
5.4.3. USEr SESSIDPAIaMEIELS . .....eiiiiiiiiiiiiee ettt rme e e et e e s s e e 33

6. INitial CONFIGUIALION ....eeeeeiie ettt e e s me e st e e e e s ennnereeee s 35
oI B 1] o] = YA =T g T TU = Vo =T RSP PTPPPT 35
6.2.  NetWork COMGUIALION.........eiiiiiiiiiiiiie ettt e e e st e e e e s rmnee s bt eeeee e e 35
6.3.  SYSIEM TIME & DALE.....ciiiiiiiiiie ittt ettt ettt e e e s bbb eass e e e e e s nnneeeae s 39
O S W (o= R =) T PP PR 42
6.5.  REMOLE INEITEE......oiiiiiiiieiee e et e e e s snbbreeeee e aed 45

L G S (= ToTo] (o [T | B T OO TP PP PP P PRPPR PPN 47
R = C=Tolo] (o |19 Vo TP RTTRPPP 49

Page3 of 170



Total Recall VR Embedded GUI

% T = (=Yoo} o 1o TS (0 =V [ SOSPP 49
A 2 = (Yot o] o 10 To TN ] (= = Lo =SSP 50
4% T = o R T o B - ST PRPTTOPPRRPRPN 50
A o] a1 1o [N ] = 11T ] o D PO PP TSP PPPPPPT 52
T.A4.L. ANAIOGUE SELHINGS. . .eiiiiiiitiiiiee et ee ettt e e et eea e e e e s bbb e e e e e et e e nabbeeeeeeenneee 52
T.4.2.  ISDN SEUINGS.....ueeeeeieeiiitie it rtee sttt s ettt e e s amee ek r et e e s e e b b et e e e smme e e e anbr e e e e e e enenes 56
T.4.3. VOIP SOITS. .eii ettt ettt e st e e e et e e enamt e e e e et e e e e e nnees 59
A T OF= || IR ST= 1] o o PP P PP PPPPPPPN 103
A T S o [ T[T To 1Y F=T o] o] o PSR RPN PP 104
7.4.6.  INternal Dial PIAN..........oooiiiiiiiiiiii ettt 104
TAT.  PBX INIEITACE......uuiiiiiiiiiiiieiie ettt e e e enne e e e e e e 104
A S T ' (=1 g = To) IS~ 1 ] o [P 105

S J |V To] 11 (o] ¢ o o [T PUPPT PP 111
8.1.  Built-in MONItONNG INTEITACE.......ciii i e e e 111
8.2.  External Monitoring INTEITACE..........uuuiiiiiiiiiii e 111
S T 1o LT SO o - TR R R 112
8.4, CONFIQUIALION......ciiiiiiiiee it ee e e e eeeee et eeeeeeeeeeeeeeeeesseeeeeeeeaeaeaaeeeeeeeseann 113
S I Y [o 11 (o] 110 To [PPSO PP PPTRPPTPP 113

1S ST T (o] 11 o o OO PP PP PP PRPTON 114
LS IS 1o T SO o - TR 115
9.2, Search Criteria ParameterS.......cccuuuiiiiiiiieiiieeeriiiie et e e e e e e eseteereeeeeeeeaaaeeaeeeeesssaaneeeeees 122

1S TR T @ oo U= o o SRR 123
0.3 L. SBAICKL. ettt e aa e 123
0.3.2.  RECENE CallS...cciiiiiiiiiiee et 123

O T o - Yo T SR 125
10.1. BUIlt-in Player INterface..........ooviiriiiicie e e e ann e e e 125
10.2. EXternal Player INtEITACE. ........oiiiiiiii e 125
10.3. [ 1 T O o - P 126
10.4. 1O ] o117 8T ir=\ 1o o IR 127
O o T o - 1Y/ T PP PP PP 127

I8 S Y od a1V o PSP PP 128
11.1. N o L= PSR 130
11.2. [ o T A PO o W = TSRO OUUPRPPR 131
11.3. 170 ] 01 To 01 r=1 1o ] o DO PPPPPPRRTR 135
11.3.1.  Ondemand ArChIVING ........oooe ittt eeeeaannneeees 135
11.3.2. AULO AICHIVING ...ttt 135

12, SYStEM MaAINTENANCE. ......cei e ittt e e e s s bbb bbb et e e e e enaassanbbebbsseeeeeeeas 138
12.1. System INFOrMEALION. ...ttt e e e enaeasae b e eeee e 138
12.2.  APPICAtiON UPGrade.........ooiiiiiiiiiiiie ittt rmeee st e e s smmee s eee s 139
12.3. Backup & ReSIOre SEtlNGS.....cccoi ittt e e e 141
12.4. [T Q1Y = T 1 1= = g o= S 142
12.5. LR I=T o] or= 1 (o g 1Y/ F= T g (T = U o = PR 152
12.6. )Y =T 1 TS 1V 7o [0 1Yo 164

Page4 of 170



Total Recall VR Embedded GUI

12.7. Database REDUIIA..........cooi i 166
12.8. Erase CDRW, DVD+RW and BERE DISC........ccceeiiirereiiiieiiemniee e e 167
12.9. Deleting RECOIMINGS........iii ittt e e es st seeeesaan bbb aesereeeeeeeeeseensssanreeeeeeees 168
12.10. Cleaning the Al Filter.......ouiieii e 169

Page5 of 170



Total Recall VR Embedded GUI

1. Preface

1.1. Conventions

Our guides use several conventions to highlight certain words and phrases and draw
attention to specific pieces of information.

1.1.1. Notes & Warnings

We use the followingigual styles to draw attention to information that might
otherwise be overlooked:

Notes are tips, shortcuts or alternative approaches to the task at
Ignoring a note should have no negative consequences, but you
miss out on a trick that mageyour life easier.

Important boxes detail things that are easily missed: configuratio

changes that only apply to the current session, or services that n
restarting before an update will apply. Ignoring the information wi
not cause data lodsyt may cause irritation and frustration.

Warnings should not be ignored. Ignoring warnings will most like
cause data loss.

1.1.2. Typographic Conventions

We use typographic conventions to call attention to specific words and phrases.
Theseconventions, and the circumstances they apply to, are as follows.

Example Meaning

SelectAdd to create | Locate the button or mentem named "Add" on the screer
anew ... navigate to it using the [Up] and [Down] keys and then p
the [Select] key tanitiate the action.

PresqdSelect é Locate t he Kk eonthantrel eypddice |
then press it.

EnterCommission... | Locate the field amed "Commission" on the screen;
navigate to it using the [Up] and [Down] keys and then e
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a value.

ChooseCountry... | Locate the fielchamed "Country” on the screamvigate to
it using the [Up] and [Down] keys and then repeatedly pr
the [Select] key to select the desired option.

Tick Active User... | Locate the check box need "Active User" on thecreen;
navigate to it using the [Up] and [Down] keys and then p
the [Select] key t@lace a visual tick in the box.

Un-tick Active User | Locate the check box need "Active User" on the screen;
navigate to it using the [Up] and [Down] keys and thezss
the [Select] key toeemove the visual tick in the box.

Enter3* ... Enter "3*' using the keys othe numeric keypad

1.1.3. Procedures

We use numbered sequence of steps to define procedures for performing certain
tasks. For example:

Procedure Title

1. This is the first step of the procedure.

2. This is the second step of the procedure.
a. This is the first sutstep of step 2.
b. This is the second stdiep of step 2.

3. This is step three.

1.2. We Need Feedback

If you find a typographical error in this guide, or if yoave thought of a way to make
this guide better, we would love to hear from you.

Please submit your feedback using the feedback form on our web site:
http://www.prolancer.com.au/contact/feedback

If you have a suggestion for improving theide thentry to be as specifias possible
when describing your suggestigddtherwise, fiyou have found an error, please include
the section number and some of slierounding text so we can find it easily.
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2.

Introduction

2.1. About This Guide

This guide describes the Total Recall ¥Rbeddedyraphical user interfacefnbedded
GUI) which is available on the followingotal Recall VRmodels:

1 Total Recall VR LinX Omnia;

I Total Recall VR LinX Altus;

1 Total Recall VR LinX Neosand

i Total Recall VR LinX EssencgUI edition)

The guide is intended for Total Recall VR end uskdescribes how to use the
embedded GUI to monitor recordings in progress, search for and reptagings,

create archives and other functions that end users can pelricaiddition, it helps

systems and network administrators configure Total Recall VR through the embedded
GUL.

Please keep a copy of this guide handy for quick reference.

2.2. What is Total Recall VR?

Audio Logging
and
Call Recording
Systems

Total Recall VR is a professional audio logging and call recording system which is self
contained, fully featured and cesffective. Enterprises and governments worldwide use
it to create electronic records of many forms of audio commatioitincluding

telephone, 2vay radio, broadcast radio, public address, intercoms, room microphones
and much more.

Total Recall VR is the ideal solution for:
1 Recording business telephone conversations;
Recording agent calls in contact centres;
Logging emegency response communication;

1
1
1 Logging business operations communication;
1 Logging radio broadcasts;

1

Logging public announcements;
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1 Logging Air Traffic Control communication;

1 Creating audio records of meetings, legal proceedings, public enquiries and
similar events; and

1 Creating compliance records to meet duty of care and legal requirements.

Total Recall VR captures all audio in digital format and stores it in a proprietary, secure
and tamper proof file format in its dyard hard drive storage. The file fatpreserves

the originality of the audio that it stores and has a number ofibuitechanisms that

aid quick and reliable detection of tampering. However, for ease of access, Total Recall
VR client applications can generate copies of recordings in &&wuoh popular and
everyday formats such as Mic86np8)ftods Wav

Storing audio by itself does not help when looking for one recording in a store that can
hold hundreds of thousands of recordings. That is why, in addition to, atatal Recall

VR captures and then stores information related to each recording and audio source in
its database such as start time, end time and duration of recordings, calling and called
numbers on telephone calls, DTMF digits during calls, radiouBs; configurable

notes and much more. This information is the backbone of a powerful search capability
which can pin point a single recording in a set of hundreds of thousands of recordings
which reside either on a Total Recall VR recorder or in one ofyrhges of offsystem
archives of recordings.

In addition to the audio recorder and thebmard storage, each Total Recall VR system
comes with a builtn media player with comprehensive player controls (start, stop, fast
forwar d, r ewi nadplay audio stoned in filds dirgctlyron tbe system or
stream audio to a remote client application which then outputs the sound to the PC
speakers of the PC that it runs on.

While audio recording, storage andplay are the main functions of Total ReddR,
every Total Recall VR offers many more advanced, professgradee features. For
example:

1 Ability to capture audio from different types of audio sources (analogue, VolIP,
RolP, AolP and ISDN), at the same tiinaybrid recording.

1 Live and reatime manitoring (listening) of recordings in progress on the system
itself or on a remote PC with the aid of a PC client application.

1 Featurerich archiver which can create searchable archives of recordings on CD,
DVD or BD discs, USB keys or drives and networkés, either automatically
or ondemand.

1 Automated seltleaning mechanism that removes obsolete recordings
automatically and on regular intervals to keep the system operating endlessly.

1 SNMP agent capable of generating SNMP alarms (traps).
1 SMDR integratbn for a number of popular PBXes.

1 Fully internationalised user interface; all menus and software available in
multiple languages.

1 Role based access control.
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1 Onboard LCD display and control keypad on selected models.
1 Arange of PC client applications wittalue adding functionality.

1 APIs and PC applications for integration with other business systems and
solutions.

When audio records are critical to your operations, Total Recall VR delivers. It is
professional, reliable and fully setbntained solution foaudio logging and call
recording that comes at an affordable price.

m The Total Recall VR Overvie{8] guide contains a comprehensive
description and overview of Total Recall VR.

2.3. Total Recall VR Concepts

2.3.1. Extensions

Total Recall VR Extensions are a Total Recall VR concept and should not be
confused with PBX extension numbers which are used for desk phones (or mobile
devices) within an enterprise.

Total Recall VR Extensions are one of the three different identthatscan be
assigned to the soureadthe destinatiomf recording, irrespective of whethethe
recording are of a telephone call or aher audio source (such as radio program for
example).

The other two identifiers are the Total Recall VR Raw and the Total Recall VR
Mapped Numbers which do not have the same effect as taeRaxtall VR
Extensions to the availability of various features.

As identifiers, Total Recall VR Extensions are fundamental to mc
Total Recall VR features and if not present for a recording, then i

features will not work at all for that recording.

For example, it will not be possible to find recordings by udieg t
OExtensiond6 search criteria.

Total Recall VR can classify calling and called numbers (or PBX extensions) as Total
Recall VR Extensions when recording calls. As a matter of fact in most deployments
PBX extensions map directly to Total Recall VR Extensions.
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However, depending on TotRlecall VR configuration, Total Recall VR Extensions

can be any free text i1identifiers. For e
Desk Phonedo can represent actual PBX ex
can represent (the human form of) PBX exi@m&00 (which the PBX may know as

Asi p:ext200@myenterprise.como) .

Total Recall VR Extensions may (and should) be used on deployments where Total
Recall VR is used to record audio sources other than telephone calls. For example
Tot al Recal |l 20V&y EKMe@nsaonbBefiassigned to
analogue recording channel which is used to log the radio program from a radio

station called 2Day FM.

Total Recall VR uses information that it extracts from call signalling and its
configuration to detenine Total Recall VR Extensions for recordings. Here is a
summary of the steps used by Total Recall VR to determine Total Recall VR
Extensions for recordings

1. Total Recall VR starts with Raw identifiers which it collects from call
signalling or determinefsom its configuration. The following table shows
the Raw identifiers for various recording scenarios:

Whenrecordingé |Raw i dentifiers are €

Analogue telephone/ Di al | ed DTMF digits a
call (outgoing) which appears in theonfiguration for each
analogue recording channel.

=

Analogue telephonell ncomi ng CLI digits a
call (incoming) which appears in the configuration for each
analogue recording channel.

=

SIP call Val ues in the 0Frldsimihe
200 response to the INVITE message.

Q

H.323 call Values in the O6Callin
Party Number 6 infor mat
which appear in the SETUP message.

(@]

The previous will be replaced with the first alias
thatappeam t he O6sourceAddr
0destinati onAddresso6 e
appear in the 6User toc
the SETUP message.

RTP Endpoint <IP address:Tx port> or <IP address:Rx port>
(passive) which appear in the RTP Endpogunfiguration.

RTP Stream (active) <From IP address:From UDP port> which apped
the RTP packets and <IP address: UDP port> w
appear in the RTP Stream configuration.

RTP Stream Pair <Tx From IP address:From UDP port>;<Rx Fron
(active) IP address:Fem UDP port> which appear in the

RTP packets and <Tx IP address: UDP port>;<R
IP address: UDP port> which appear in the RTP
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Stream configuration.

VRP call MPT 1327 address or MPT 1343 number.

2. Total Recall VR then converts the Raw identifiers to Toeddd VR
Mapped identifiers by applying identifier conversion ryulekich are
specifiedin the Signalling Mapping configuratioto each of the Raw
identifiers.

The mapping rules are regular expressiatich specify how to convert

Raw identifies toMapped identifies. For example, a mapping rule can
convert t he siRextOO@rdyentetpiisé.com rt oi Mapped
identifier .AExtension 2000

3. Finally, Total Recall VR attempts to match Mapped identifiers to matching
rules that are present in the InterBal Plan configuration and if, and only
if, it finds a rule that matches a Mapped identifier, then it classifies that
identifier as a Total Recall VR Extension.

Continuing from the previous example, if the Internal Dial Plan

configuration hasanentrytha mat ches t he Mapped i den
2000, then, and only then, the ident.
a Total Recall VR Extension.

t i
fi

2.3.2. Recording Policies

Recording policies control the operation of the recorder. Policies determine the
method of recording which can be:

1 Record by defauk Total Recall VR will automatically record all audio
sources and telephone calls and keep recordings unless instructed otherwise
during recording.

T Dondt r e c o-rTotal Regall \dRewill automatally record all audio
sources and telephone calls, but at the end of the recording it automatically
discards recordings unless instructed otherwise during recording.

1 Record partial calls Total Recall VR will record only parts of all audio
sources and tephone calls, as instructed during recording, and keep all parts
concatenated in a single recording.

In addition to the method of recording, policies specify whetheitiraal monitoring
is allowed or not while recording is in progress.

Policies can beree of two types:

1 Globali a single system wide policy which applies to recordings from all
audio sources and telephone calls on all recording channels.

1 Extensioni apply only to recordings from audio sources and telephone calls
which have been assign@édtal Recall VR Extensiordentifiers. These
policies have precedence over the global policy.
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Recording policies are useful in a number of ways. For example, policies can be used

to:

. Selectively record (or not) telephone calls to specific telephones.

Decide n reattime, while recording, whether to keep a recording of
important conversations.

. Control access to retilme monitoring (listen in) during recording.

.Al'l ow remote client applications to

Total Recall VR Recordg Policies depend on Total Recall VR

Extension identifiers.
If Total Recall VR cannot determine Extension identifiers, then th

recording policies will not work.
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3. On-board Controls

The following Total Recall VR models feature a builtmourLCD screen and control
keypad:

M Total Recall VR LinXOmnia.
i Total Recall VR LinX Altus.
M Total Recall VR LinX Neos.

The following Total Recall VR models come with a standalone colour LCD screen and
control keypad:

1 Total Recall VR LinX Essendg&UI edition)

3.1. Colour LCD Screen

ThecolourLCD screen is the main display which shows the various sctieatee part
of the embedded GUI.

The screen has a built in mechanism that extends the life of the screen. The LCD
backlight turns off automatically after 5 minutafsinactivity on the control keypad.
Total Recall VR continues to operate normally while the LCD backlight is off.

m Press any key on the control keypad to turn the LCD backlight or
any time.

3.2. Control Keypad

The control keypad is a simpded yet pwerful input keyboard that is purpose built for
theTotal Recall VRembedded GUIAIl Total Recall VR control keypads have the same
keys; however, they come in different shapes and sizes.

The following figure shows the keypad available on the LinX Omnlisfand Neos
models:
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Figure 1. Control Keypad orthe LinX Omnia. Altus and NeodModels

LinX Essence isupplied with a standalone keypad with USB interface as shown on the
subsequent figure.

Figure 2: Control Keypad orthe LinX Essence Model

Tot al Recall VR plays a short fAbeepo on
detected the key press. Every Total Recall VR model provides a volume control button
which controls the volume of the fAbeepo.

3.3.  Key Functions

Each key on the control keypad has a primary function which may change depending on
the current context of the embedded GUI. The primary function is the logical function of
the key based on the current context of the GUI. For exathelpt ] key starts playing

the selected recording on the Search Screen whileth&ey stops it.

Some keys have a secondary function as Wwel.examplethe[< ] keylocks the user
interface when a recording is rgaying

The following table has a completammary of key functions:

Pagel50f 170



Total Recall VR Embedded GUI

Key Context Function
[Menu] | A main screen Navigateqcycles) between the three main screens
Logging, Search and Optiohenu
Dialog window Automatically moves theursorto either theOK or
Cancelbutton, saving keystrokes.
Note that it does not actually activate the function
that is attached to the buttoFhe [Selectkeydoes
this.
[Select] | Button Activates the function attached to the button.
Check box Toggles the state of the check box.
Input filed Cycles througlthe set of pralefined values if the
input field has a set of prdefined values.
Recording on the | Toggles (starstop) live reatime monitoring of a
Logging Screen recording in progress
Recording on the | Starts replay. Same as presding[c ] key.
Search Screen.
[i ] Recording list Moves thescreercursorto the recordingpeforethe
current one.
Dialogs Moves thescreercursorto the previou&sUI control
or button.
[C] Recording list Moves thescreercursorto the recordingfterthe
current one.
Dialogs Moves thescreercursorto the nextGUI controlor
button.
[4 ] Recording on the | Starts replay.
Search Screen.
Active re-paly. Pauses rplay.
[8 ] Active replay. Fast forwards.
Recording on the | Shows the next group of 100€cordings that are
Search Screen. younger (start time) than the group already on the
display.
[8 4] Active replay. Double speed fast forward.

[7]

Active replay.

Rewinds.

Recording on the
Search Screen.

Shows the next group of 1000 recordings that are
older (startime) than the group already on the
display.

[<]

Active replay.

Stops replay.
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A main screen Locks theuser interface anlbgsout the current user
[0] to [9] | Entryfield Inputs the digit specified on the key.
[*] Entryfield Inputs *.
Recording on the | Tags or urags the recording.
Logging orSearch
Screen.
[#] Input field Inputs # or clears (deletes) the current value.
Active replay. Acti vates the fAsticky j

Recording on the | Locks and udocksthe recording.
Logging or Search
Screen.

3.4. Using the Control Keypad

The embedded GUI featuresarsor (much like a mouse curkorhe j ] and [¢ ]| keys
move the cursor from one item (button, control etc.) on the GUI to another.

When the cursor is positioned on an interactive item (such as a button or a check box),
the itembecomes highlighted/arious methods are used to indicate thall items are
currently highlighted.

Buttons

Buttons (for exampletheOK andCancelbuttonsinadialog &6épop upd when
highlighted, and the button text is shown surrounded by a bétdeexample:

Standard screen button: Highlighted screen button:

Pﬂq General Settings Pﬂqj General 5ettings

Use the [Select] key to initiate the action that is attached to the button.
Lists

Records in listare showrglle]glife]gleli when selected?ress the [Select] key to initiate
the action associated with the selected record.

Check Boxes
Check box text is shown withlmorderaround itwhen selected.

Press th¢Select]key to place a check in the check box (referred to ingihideas
6checkingd the check box).

Data fields associated with check boxes cannot be populated or edited unless the check
box is checked.

Data Entry Fields
Data fields are showjglle]gllfe]glEl whenselected and can be edited.
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Depending on the data filed:

1 Use thgSelect]key to cycle through available values for data fields with pre
populated options.

1 Use the numeric keypad to enter values for input data fields. If you enter the
wrong value, simply eter another value and it will overwrite the existing value.
Some data fields will clear the current value on the first key press.

3.5. Data Entry

A quick look at the control keypad makes it obvious that data entry is limited to
and t dactersAstadesudt,ihé embédded GUI ases a number of
strategies that make it possible to enter different types of values in data entry fields.

number s

Data entry felds with predefined values

There are two options to select one of theqeBned values when the screen cursor is
on a filed which only accepts pdefined values.

The first is simply to keep pressing tt&e]ect key and cycle through the available
values until the desired valigeshown.

Thesecond is to simply enter tligits that represent the desiredlue with the numeric
keys. For examplet is possible teset theSession Timeouin the Session Settings
dialog to 2minutesby pressng the [0] key followed byhe [ key.

Session Settings

[v| Enable Timeout
Idle Timeout 02 Mins

Ok Cancel

Data entry fields withno pre-defined value

Example data entry field tha
uses pralefined values.

To enter a value in a filed which does not have afgete-defined values simply enter
the value using the numeric keys on the control keypad.

Example data
entry field that
does not use pre
defined values.

‘ License Settings

YelP 2 1EDN License Key

Efapl - 45395 - 2552 - 5555 - 5558 - 1BZEB

Expiry Date License does not expire,
ISDN Channels ={0]
YolP Channels ={0]

oK Cancel
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All such fields limit the number of characters that represent a value. As a result, when
the limit is reached, the filed simply discards the-tefist character and uses the last

entry ashe rightmost character. If you k@ pressing digit keyyou will see the value
Ar od aftreom right to | eft.

For example, the filed shown on the previous dialog accepts values that are 4 characters
l ong. So t o e préessthe fadlcwBi@kdyd sequencend]l [§], [8] and
[5].

To enter a 2 digit valwue, say 06286 you m
[0], [2] and[8].

However, some of the fields automatically clear the value on the first key press. If this is
the case,themt ent er 6286 t he justdyandf8guence redu:

Pagel90f 170



Total Recall VR Embedded GUI

4. Main Screens
The Total Recall VR embedded GUI has 3 main screens:

1. Logging Screen,

2. Search Screeand

3. Options Menu Screen.

Use the Mend key toswitch from one screen to another as shown osubsequent

figure.

gqu General Settings

Branav 7 &
18 Sep 2012 LOGGING & 10:30:36
Date \ Time \ Length \ From \ To | Ch. \ \
18 Sep 2012 | 10:29:30 00:01:06 0414222333 | 2139 »29 c
18 Sep 2012 10:29:27 00:01:08 zo001 z006 27 C
18 Sep 2012 10:27:10 00:03:26 2038 | 0388730000 <63 | C
18 Sep 2012 10:27:0% 00:03:40 Emil 2077 225 c
18 Sep 2012 10:23:40 00:07:04 95563444 | Tanya*s Phone  »23 C
18 Sep 2012 09:21:40 00:09:04 CEQ | CFO ~20 c
17 Sep 2012 23:30:00 00:00:36 2Day FM{cont) | 21 c
17 Sep 201z 23:30:00 00:00:36 2WS FM [cont) | 22 C
Call : 4/8/410793 Used : 51%
[5] Total Recall VR i
18 Sep 2012 &'02:22:12
(% Search.. || Taganl || Sarchive || G Recent Calls |
Date | Time | Length | From | To [ ch | ]
18 ®ep 201z | 10:25:30 00:01:08 | 0414222333 2139 > 28
18 Zep z0lzZ 10:29:27 00:01:09 2001 2008 27
18 Zep 2012 10:27:10 00:03:28 2038 0383720000 < 63
16 Sep 2012 | 10:279:04 | 00:03:40 | Emil 2077 > 25
Verbal agreement from accounts to pay invoice 10987.
Call : 2/4 Listed :4
—
[ Total Recall vR e
18 Sep 2012 OPTIONS MENU & 02:22:34

| ‘ﬁ@ License Settings

‘ Call Settings

Network Settings ‘ ‘i ISDN Settings

ext e
‘ g Bxtension settings ‘ ‘i\/nwsminus

svslem Shutdown

Select Language, set Time, Date & Passwords

This screen appears only if you
log in as Administrator.

Figure 3: Embedded GUI Main Screen Flow

Access to the Options Menu Screen is restricted to Administrata Ui$es screen is NOT
shown to the standard User
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4.1. Logging Screen

Total Recall VR shows the Logging Screendajault By default, his screen displays
recordings in progresf reverse start time order (latest most recenn top),as
shown on the subsequent figure.

Current time

O
5,
[

=2
Current date ! Total Recall VR
18 Sep 2012 LOGGING = 10:30:36
Date | Time | Length | From | To | Ch. | J
18 Sep 2012 | 10:29:30 | 00:01:06 | 0414222333 | 2139 |29 |cC i
15 Sep 2012 | 10:z9:27 | 00:01:09 | 2001 | 2008 ~ 27 |cC
18 Sep 2012 | 10:27:10 |00:03:26 | 2038 | 0385790000 < 83 | C Lock
16 Sep 2012 | 10:27:04 | 00:03:40 | Emil | 2077 |z 25 |c HSH
15 Sep 2012 | 10:23:40 |00:07:04 | 95563444 | Tanya’s Phone | > 23 | c |nd|Cat0r
18 Sep 2012 | 09:21:40 |00:09:04 | CEQ | cFo * 20 ¢
17 Zep 2012 | 23:30:00 | 00:00:36 | | 2Day FM{cont) | 1 |c
17 Sep 2012 | 23:30:00 |00:00:36 | 2W3S FM (cont) | ?a | C
Recordings in
progress
Recordings
indicator Disk space
J occupancy
indicator
Call : 0/8/410793 Used : 51%

Figure 4: Logging Screen with Recordings in Progress
Starting from the top and moving towards bwgtom of the screen:

1 Total Recall VR displays the current system date and time at the top of the
Logging Screen. This is the time and date that the system uses to time stamp
recordings.

1 The screen lock indicator also appears on the top of the screppe#tra as one
of following icons

0 & indicating that a user session is in progress and the system is
accepting input and commands from the control keypad.

0 &:indicating that the screen and keypad lagked and the system is
NOT accepting input and commanfitom the control keypad.

1 Thetableof recordings in progress takes the majority of the space on the screen.
Thistablecan contains as many as I®2Ws.However,due to limits in screen
space, not all rows are shown. Use thé &nd [¢ ] keys to scrolthroughthe
table. The columns of the table are:

o Date: the date when the recording started.

o Time: the time whenhe recording started.otal Recall VR uses time
stamps with millisecond resolution; however, the time values in this
column do not show thmillisecond part.

0 Length: the current duration of the recorded content. Similar to Time
values, Total Recall VR uses millisecond resolution to track duration;
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however, the duration values in this column do not show the millisecond
part.

o From: a Total RecalVR Extensionif available, or a Total Recall VR
Mapped Number if nothat identifies the source of the audio that is
being recorded.

o To: a Total Recall VR Extensiahavailable, or a Total Recall VR
Mapped Number if nothat identifies the destinatiaf the audio that is
being recorded.

o Ch.: theidentifier ofthe Total Recall VR recording channel that is used
for recording. The channel identifiean have oaof the following
characters as a prefix:

A ?:indicates thathe recording could not be classif.

A <indicates hat the recording has been cl
For example, if the recording is of a telephone call, then thescall
an incoming call.

A >:indicates hat the recording has been cl
For exampleif the recording is of a telephone call, then the call is
an outgoung call

A ~indicates that the recordading has b
For example, if the recording is of a telephone call, then théscall
an internal call

0 The last columrshows a comipiation of the following indicators:
A C: indicates that recording is in progress.
A M: indicates that redime live monitoring is in progress.
A L:indicates that the recording has been locked.
A

E: indicates that recording of an emergency call or
communications in progress.

A B:indicates that recording of a broadcast call or communication
IS in progress

A G: indicates that the recording is of a group call or
communication.

A *: indicates that the recording has been tagged.

1 The recordings indicator appears at thtdo left hand corner of the scre®y.
default, t shows 3 numbsmhich are separated layo /fd@r example
fi0/8/410798:

o0 The first number is the number thife currentrow in the table of active
recordings whemavigatingthrough the table with the [] and [¢ ] keys.

0 The second number is the total number of recordings in progress.
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0 The third and last number is the total number of completed recordings
that exist on the system.

However, if your Total Recall VR is equipped with the replicator option, then the
recordi
default case and &4 u mb e r

ngs

i nd

i cator wil

separ at ed 0/B/410783|6 | 6,
8907220. The meaning of the first 3 numbers is the same as in the default case.
The forth numbers the total number of recordings on the replica.

1 The disk space occupancy indicator appears on the bottom right hand corner of
the screenBy default, t shows the actual used disk space as precent of total
availabledisk spacge

for

Bl%a. mpl e A

However, if your Total Recall VR is equipped with the replicator option, then the
sk space

di

38%0 .

The

i nd

meani
second number slvs the actual used disk space on the replica.

icator wi l
ng of the

I
fi

show 4 numb:
f C
showsl®| numb

r st number

As stated earliethetable of recordings can contain as many as 120 rows, baaing

the details of a recording in progress. However, not all 120 rows can appear on the
screen at the same time due to Isnit screen space. Also, new rows appear and
existing rows disappear from the table as new recordings start and current recordings

complete.

Use the{ ] and [¢ ] keys to move the screen cursor to a particular row of the table. The
table will highlight the ow which has the cursor. At the same time the first number of
the recordings indicator (bottom left hand corner of the screen) will change to show the
number otthe current row in the tabl&he following figure shows a snapshot of the
screen where the s@n cursor is on thé"4ow of the table.

Recordings
indicator

showing the
current row

Total Recall ¥

18 Sep 2012 LOGGING = 10:30:36
Date | Time | Length | From | To | Ch. |
18 Sep 2012 | 10:29:30 | 00:01:06 | 0414222333 | 2139 | >29 ¢
18 Sep 2012 | 10:289:27 |00:01:08 | 2001 | zo0s | ~27 ¢
15 Sep 2012 10:27:10 00:03:26 2038 0355750000 <63 C
15 Sep zZ01z 10:27:04 00:03:40 Emil z077 PE5 C
15 Sep 2012 | 10:23:40 |00:07:04 | 95563444 | Tanya’s Phone | 283 | c
18 Sep 2012 | 09:21:40 |00:09:04 | CEOQ | cFo |20 | o
17 Zep 2012 | 23:30:00 | 00:00:36 | 2Day FM({cont) | |21 |
17 Sep 2012 | 23:30:00 |00:00:36 | 2WS FM (cont) | | 22 ¢
Call : 4/8/410793 Used : 51%

The screen
cursor is on this
row of the table

Figure 5: Screen Cursor Position on Logging Screen

The position of the screen cursoingportant because it identifies the recording in
progress for reaime monitoring
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4.2. Search Screen
The Search Screenakes provisions for searching, playing and archiving recordings.

By default this screen shows the result of the last se@mrcaverse sirt time order
(latest on topas shown on the subsequent figure.

| =1 Total Recall VR

Current date Current time

18 Sep 2012 SEARCH e 02:22:12
@ Search... Tag All gArchive @ Recent Calls
. Date | Time | Length | From | To | Ch. | ﬂ L
Action buttons 15 Sep 2012 | 10:29:30 | 00:01:06 | 0414222333 | 2139 | > 29 | Lock indicator
18 Sep 2012 | 10:29:27 | 00:01:29 | 2001 | zoos | * 27
15 Sep 201z | 10:27:10 | 00:03726 | 2038 | o3gg7ooo00 [« 63
15 Sep 201z | 10:27:04 | 00:03/40 | Emil | 2077 |7 25

Search result

Note display
area

Search
indicator

Search result
| display count
Call : 0/4 Listed :4

Figure 6: Search Screen Showin§earch Result
Starting from the top and moving towards the bottom of the screen:

1 Total Recall VR displays the current system date and time at the top of the
Search Screen. This is the time and date that the system usesdtatipe
recordings.

1 The screen lock indicator also appears on the top of the screen. It appears as one
of following icons:

o & indicating that a user session is in progress and the system is
accepting input and commands from the control keypad.

o &: indicatingthat the screen and keypad is locked and the system is
NOT accepting input and commands from the control keypad.

1 A set of action buttons appear at the top of the screen:

0 Search initiatesasearch.

o Tag All (or Untag All): tags(or untags)all recordingshat were
identified by the last search.

0 Archive: initiatesarchiving.

0 Recent Calls toggles periodic autapdate of the search result table.
When on, the search results table will automatically update aihareg
intervals to show recently completegtordngs.
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1 The search result table takes the majority of the space on the screen. This table
can comainas many as 1000 rowdowever,due to limits in screen space, not
all rows arevisible. Use the ] and [¢ ] keys to scroll through the table. The
columns otthe table are:

o Date: the date when the recording started.

o Time: the time when threcording started.otal Recall VR uses time
stamps with millisecond resolution; however, the time values in this
column do not show the millisecond part.

o Length: the finalduration of the recorded content. Similar to Time
values, Total Recall VR uses millisecond resolution to track duration;
however, the duration values in this column do not show the millisecond
part.

o From: a Total Recall VR Extension if available, or a T®Racall VR
Mapped Number if not, that identifies the source of the audio that is
being recorded.

o To: a Total Recall VR Extension ilvailable, or a Total Recall VR
Mapped Number if not, that identifies the destination of the audio that is
being recorded.

o Ch.: theidentifier of the Total Recall VR recording channel that was
used for recording. The channel identifier can haweodthe following
characters as a prefix:

A ?:indicates that the recording could not be classified.

A <:indicates that the recordingasc | assi fi ed as 6in
example, if the recording is of a telephone call, then the call was
an incoming call.

A >:indicates that the recordingasc | assi fi ed as 6ou
examplejf the recording is of a telephone call, then the call was
an outgoing call

A ~:indicates that the recordingasc | assi fi ed as 6i n
example, if the recording is of a telephone call, then the call was
an internal call.

0 The last column can show a combination of the followntjcators
A *: indicates thathe recording is tagged.

A A:indicates that the recording has been archatddast once
previously.

A L: indicates that the recording has been locked.

A E:indicates that the recording is of an emergency call or
communication.

A B:indicates that the recordiig of a broadcast call or
communication.
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T

A G: indicates that the recording is of a group call or
communication.

A X:indicates that the recording is corrupt, damaged.

The note display area appears at the bottom of the screen. It shows the full text of
notes, if any, that are associated wrecording.

The search indicator appears at the bottom left hand corner of the screen. It
shows 2 numbenshi ch are separated by a 0/ 6

o The first number is the number of tba@rrentrow in the table of search
results when lmwsing through the table with the [ and [¢ ] keys.

o The second number is the total numbikerecordings that matched the
last search criteria

The search result display count appears on the bottom right hand corner of the
screen. It shows the numberretordings that are actually displayed in the
search result table.

As stated earlier, the search result table can contain as many as 1000 rowsywexh s
the details of a recording. However, not all 1000 rows can appear on the screen at the
same time de to limits in screen space.

Use the{ ] and [¢ ] keys to move the screen cursor to a particular row of the table. The
table will highlight the row which has the cursor. At the same time the first number of
the search indicator (bottom left hand cornethefscreen) will change to show the
number of the current row in the table.

The following figure shows a snapshot of the screen where the screen cursor is on the
2" row of the table.

Search
indicator
showing the
current row

Total Recall VR
18 Sep 2012 SEARCH & 022212
@ Search... Tag All gArchive @ Recent Calls
Date | Time | Length | From | To | Ch. | ﬂ

18 Zep 2012 | 10:z9:30 |oo:01:06 0414222333 | 2139 > 29

18 Zep 2012 10:29:27 go:o01:09 2001 2006 ~ 27

15 Zep 2012 | 10:27:10 |00:03:26 | 2038 | 0388720000 | = A3

153 Sep 2012 | 10:27:04 | 00:03:40 | Emil | 2077 _? 25
Thescreen
cursor is on this
row of the table

Actual note
Verkal agreement from accounts to pay invoice 109537,
Call : 2/4 Listed :4

Figure 7: Screen Cursor Position on Search Screen
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If the search result has more than 1000 recordings, then only 1000 recordings are
displayed at a timd2ress th¢7 | key, when replay is not in progresso display older

recordings. Similarly, press tli8 ] key, when replay is not in progresso show
younger recordings.

4.3. Options Menu Screen
The Options Menu Screen makes provisions for system configuration and maintenance.

Configuration and maintenance activities are organised in groups, each represented by
its own button on this screen.

Total Recall VR :
18 Sep 2012 OPTIONS MENU = 02:22:34

%QJ General Settings ‘ ﬁ'@; License Settings __-‘9.} Archive Settings

o, —
Call Settings i Analog Settings cﬁ Maintenance

N r

] Metwork Settings i ISDM Settings @ Remote Manager
ext 7 ZZZZ'LZ

J‘ Extension Settings i YolP Settings System Shutdown

Select Language, set Time, Date & Passwords

Figure 8: Options Menu Screen

You must log in as Administrator in order to gain access to this
screenTotal Recall VR will not display this screen if you log in as

User.
If the User and the Administrator have the same password, Total

Recall VR assumes that you log in as the Administrator. By defai
both the User and the Administrator have the same padshadQ

Buttons on this screen mae disabled (greyed out)abnfiguration or maintenance
activity groups donot applyto your system, as shown on the subsequent figure.
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Total Recall ¥
18 Sep 2012

General Settings

OPTIONS MENU

= 22:05:08

ﬁ'@; License Settings

_-_.ﬁ‘}Archive Settings

%‘} Call Settings

7
iﬁ\nalog Settings

@;’ Maintenance

MNetwork Settings

2

@ Remote Manager

r ZzZz,s
i System Shutdown

ext . .
J‘ Extension Settings

Disabled

Select Language, set Time, Date & Passwords

Figure 9: Disabled Options on th©ptions Menu Screen

Use the [ ] and [¢ ] keys to move the screen cursor to a particular button on the screen.
Then use the [Select] key access the configuration and maintenance activities
associated with the button.
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5. Access Control
5.1. Roles

The embedde&UI has a role based access control mechanism. Two roles exist and one
user in each role. The roles are:

1. Administratori the user in this role is allowed to access all functions of the
system.

2. Useri the user in this role is restricted to functions predithy the Logging and
Search Screens.

It is not possible to add additional usersinyof the roles at this
stage.

Total Recall VR decides which user is accessing the system by comparing the password
presented at att of a user session with tAelministrator and Yer passwords stored in

its configuration. By default, botime Userand the Alministrator password atke

same0000.

If the User and the Administrator have the same password, Total
Recall VR assumes that you log in as the Admiaiet.

5.2. User Sessions

User sessions are periods of time during which a user interacts with a Total Recall VR
through the embedded GUI.

If you are trying to access a Total Recall VR and the LCD screen
blank and dark, press any key on the corkegfpad to turn the LCD

backlight on.
Total Recall VR turns the backlight of the LCD screen off

automatically after 5 minutes of inactivity on the control keypad t
extend the life of the LCD screen.
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Users must enter a password to start a session WitkehRecall VR through the
embedded GUI.

Start a Session with a Total Recall VR

1. Press any key on the keypddhis will turn the LCD backlight on, it is off,
and display the Enter Password dialog.

[*] Total Recall vR EE E
18 Sep 2012 LOGGING & 22:36:57
Date | Time | Length | From | To | Zh. | |

Enter Password

Please enter a password te continue

[Select] to accept password
[Menu] to cancel

Call: 1/0/36 Used : 0%

2. Enter the Aiministrator othe User password and then press the [Select]
key. Bydefault both passwords are 0000 and by default you will log in as
Administrator.

User sessions automatically expire after a configurable time period. By default, this
peiiod is 2 minutes of inactivity.

Total Recall VR configuration specifies the timeout period for user sessions. In addition,
the same configuration specifies whether sessions time out or not.

Press theq ] key, while not replaying a recording, to end a user sessibany time
and on ancrea of the embedded GUI

5.3. Password Recovery

If the Administrator password is lost, then it is not possible to recover it from the system
via the embedded GWiIr any other means.
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Keep a record of the administrator and user password in a safe

However, it is possible to start a etiee password recovenyser session witfotal
Recall VR if the administrator password is lost.

Use this session to set a new Administrator, and if requised, U
password.

To start a ondime passwid recoveryuser session witfiotal Recall VR:

Start a Onetime Password Recovery User Session

1. Press any key on the keypad. This will turn the LCD backlight anisibff,
and display the Enter Password dialBgess thej[ ] key. This will display
the ForgotterPassword dialog.

Total Recall VR

ol B
18 Sep 2012 LOGGING & 23:13:00

Date | Time | Length | From | To | iZh. | |

Enter Pas| Forgotten Password | 6 character
password
Please Code 031036 ni recovery
Password || i N code
[Select
[Menu
| 0K | | Cancel |
Call : 0/0/36 Used : 0%
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2. This dialog displays a éharactepassword recovery code. Note the
charactecodedown and email it to usalong withthe serial number of the
unit.

LEAVE THE DIALOG ON THE SCREEN until you recee aPassword
from us.The 6charactecode is unique evg time you display the dialog
while the Passwordhat wewill sendyou is only valid for the code that you
send us.

3. When you receiva Passwordrom us simply start entering Do this even
if the LCD display is off. The first key that you press will activate the LCD
backlight

4. When done entering tieasswordselectOK to start a user session.

5. IMMEDIATELY go to the Options Menu Screen and change the
administrator, and if requiretie user, password.

5.4. Configuration

Total Recall VR configuratiofor access control comprises of passwords for the two
users and user session parameters.

5.4.1. Administrator Password
The default administrator password is 0000. To change the password:

Change the AdministratoPassword

1. Navigate to the Options Menu Screen using the [Menu] key. Se&wtral
Settingsand then selec@dministrator Password to display the Change
Password dialog.

[*] Total Recall vR EE E
18 Sep 2012 CGPTIONS MENU 2 23:47:04
p@qj General Settings GeneraIESettings . ﬁﬂrchive Settings
Call Settip Lanauaas =taance

Change Password

l Metwork Manager
New Password: | |

Confirm New Password: | |

ext _
J‘; Extensior Shutdown

oK Cancel

Return

Select Language, set Tme, Fdle & T asswoTas
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2. EnterNew Password
3. Enter the same password@snfirm New Password

4. SelectOK to record the new password in the system configuration.

5.4.2. User Password
The default user password is 0000. To change the password:

Change the User Password

1. Navigate to the Options Menu Screen using the [Menu] key. Setswral
Settingsand then seledtiser Passwordo display the Change Password

dialog.
] Total Recall VR it B
18 Sep 2012 OPTIONS MENU 2 23:46:34

RS
General Settings

qu General Settings — 1 Archive Settings
[ :

%‘!‘ Call Settip |

Change Password
Flease enter the new User Password.

Metwork Manager
New Password: | |

E;i Extensiofl Confirm New Password: | khutdown

| OK | | Cancel |

| Return |

Select Language, set T9TiE, fate & 1 asswoias

2. EnterNew Password
3. Enter the same password@snfirm New Password

4. SelectOK to record the new password in the system configuration.

5.4.3. User Session Parameters

The user session parameters define whapémas to user sessions after a period of
inactivity. A period of inactivity is a continuous period of time during which a user
does not press any key on the control keypad while a user session is in progress.
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By default, wuser siedokinactvitgof Zineinutps. The 6 aft er a
system will automatically end the current usessson, lock the control keypad and
|l ock the DVD drive door when a user session

User session parameters define the inactivity period as well as whether usassess
Afexpireo or not

Change User Session Parameters

1. Navigate to the Options Menu Screen using the [Menu] key. Se&wtral
Settingsand then seledfiser Sessiorto display the Session Settings dialog.

[*] Total Recall vR |
18 Sep 2012 OPTIONS MENU e 23:45:19

EEEE
General Settings

Y
— | Archive Settings

p@qj General Settings

aintenance

Call Settings | me |

Session Settings =

Il
Metwork Settings ILlemute Manager

¥l Enable Timeout

N Idle Timeout 02 Mins
ex
J‘; Extension Setting| System Shutdown

| Ok | | Cancel |

| Return |

Select Language, set Tme, Fdle & T asswoTas

2. Tick or untick Enable Timeoutto enable or disable session timeout.

3. If you tick Enable Timeout then selecanldle Timeoutwhich can be
between 1 and 10 minutésclusive)

4. SelectOK to record the new user session parameters in the system
configuration.

The new user session parametiake effect immediately. They apply to the current
user session as well.
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6. Initial Configuration

For best results with Total Recall VR, we recommended that yotneseenbedded GUI to
check and modify some of the system configurasisrlescribed in th sectiorBEFORE
starting to record

6.1. Display Language

The embedded GUI uses the English language as the default display language. If you are
not comfortable with English, then it is possible to change the default display language
to another display langge which is supported by the embedded GUI.

Change the Displayanguage

1. Navigate to the Options Menu Screen using the [Menu] key. Setswral
Settingsand then seledtanguageto display the Change Language dialog.

Total Recall VR e EH
19 Zep 2012 CQPTIONS MENU = 02:08:15
paqj General Settir Change the Language g
‘ Englizsh
Call Settings ntenance
Espafiol
l Network Settif Portugués ote Manager
HrAh3r
e;i Extension Seti| em Shutdown
|
gl prp FAN PO
Afrikaans
Select Language,

2. Navigate to the button showing thame of the desired language and press
the [Select] key.

The embedded GUI will start using the new language as a display language
immediately.

6.2. Network Configuration

In most cases Total Recall VR wilbnnectto anenterprise network (a.k.a. enterprise
LAN).

It is recommended to configure the LAINNterface for connection to tleaterprise
network.This leaes the LAN 2 interface to tHe recordingchannelgsee the Total
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Recall VR deployment guidd] for more detailsyvhich is used to record VolIP calls
andRolP and AolPstreams

The following table shows the default configuration of the two LAN interfaces.

Parameter Default Value for LAN 1 | Default Value for LAN 2
IP Address 192.168.1.100 192.168.2.100
Netmask 255.255.255.0 255.255.255.0
Gateway Not set Not set

VLAN ID Not set Not set

Total Recall VR uses what is known as source dasetingfor IP
packets, so theaffic on tre LAN 1 interface iseparatérom the
traffic on the LAN 2 interface.

Total Recall VR will not route between the networks that are
connected by the LAN 1 and LAN 2 interfa8a it cannot be used ¢
a routing device.

The source based routing strategy allows yosetaseparate
gateway for each interface. However, the gateway for the LAN 1
interface is also used as a default gateway for the whole sy&sean.
result, packets to services such as DNS, NTP etc. if noherf the
networks connected by the LAN 1 and LAN 2 interface, will be se
via the LAN 1 interface. This is one of the reasons why we
recommend to connect the LAN 1 interface to your enterprise
network and use the LAN 2 interface for IP traffic recogdin

In addition, you can connect both the LAN 1 and LAN 2 interface
the same network, and set them to use the same gateway. Howe
even in this case the enterprise traffic will be completely separate
from the voice traffic being recorded.

To changehe configuration of the LAN 1 or LAN 2 interface:

Change the Configuration of a LAN Interface

1. Navigate to the Options Menu Screen using the [Menu] key. Select
Network Settingsto display theNetwork Settingslialog.
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Total Recall ¥R
27 Oct 2017

pan General Settings

ﬁ@ License Settings

(Pl e g |
= 08:33:00

OPTIONS MENU

@Archive Settings

Metwork Settings

c
MName Server (DNS) 168 20 200
. Host Name demo-trvr.prolancer.com.au )
Connector IP Address Netmask WLAMN 1d ‘
=X LAMN 1 192.168.130.200|255.255.255.0 n
LAMN 2 192,168,195, 100|255.255.255.0

oK Cancel

Modify network configuration

This dialog shows a table whitists both the LAN 1 and LAN 2 interface.
Navigate to the row that contains the details of the interface that you wish to
change and press the [Select] key to display the Network Device Settings

dialog.

(Pl e g |

Total Recall ¥R

27 Oct 2017 OPTIONS MENU = 08:37:29
pan General Settings ﬁ@ License Settings @Archive Settings
Metwork Device Settings
Y
Connector Lak 1
IP Address 168 130 200
EE
— Netmask 255 255 255 0
S Gateway 192 168 130 1
¥ VLAN Id 130
oK Cancel

Modify network configuration

Modify the interface configuration as desired.
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4. To dear a value, for example remoVe&AN Id, press the [#] key.

Alternatively,ether O as a value

5. SelectOK to record the new parameters in the system configuration.

The change is immediate. The system will apply the new configuration to the LAN

interface inmediately.

The Network Settings dialog makes provisions to configure other network parameters
such as name server (DNS). Use Total Recall VR Manager to set the hostname.

The following table shows the default configuration.

Parameter Default Value

NameServer (DNS) | Not set

Hostname Not set

To seta DNS:

SetName Serve(DNS)

1. Navigate to the Options Menu Screen using the [Menu] key. Select

Network Settingsto display the Network Settings dialog.

Total Recall ¥R

-

27 Oct 2017 OPTIONS MENU & 083300

pan General Settings ﬁ@; License Settings E Archive Settings

Metwork Settings
c

MName Server (DNS)
. Host Name demo-trvr.prolancer.com.au }

Connector IP Address Metmask WLAM |d|
T LAam 1 192.168.130.200(255.255,255.0 n

LAM 2 192,168,195, 100(255.255,255.0

OK Cancel

Modify network configuration

2. Modify Name Server (DNSas desired.
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3. To clear a value, for example remdvame Server (DNS)press the [#] key
in all fields of the IP addresalternatively,ether O as a value for each field
of the IP addresses.

4. SelectOK to record the new parameters in the system configuration.

The changés immediate. The system will apply the new configuration to the
networking layer immediately.

6.3. System Time & Date
Total Recall VR has an interngystemclock which it useto time stamp recordings.
The internakystemclock uses UT time. This cannot behanged.

However, configuration tells Total €&all VR which time zone to use wheme
stamping recordings as well as whiisplaying the system time and recording time
stamps. By default Total Rec&R uses the Australian Eastern Standard time zone
(Sydrey, Australia).

Change the System Date and Time

1. Navigate to the Options Menu Screen using the [Menu] key. Setswral
Settingsand then seledate & Time to display theDate and Timelialog.

[5] Total Recall VR FZE E
19 Sep 2012 OPTIONS MENU 02:08:49
182] =
General Se Set Date and Time
Call Settin I Use NTFP nance
\ N kS M
&B| Networks] 1 e 19 SEP 2012 anager
Time : 02 : 08
e;i Extension . . Shutdown
Time Zone Area : Australia
Time 2one City : Sydney
OK Cancel

2. SetDate Time, Time Zone AreaandTime Zone Cityas desired.
3. SelectOK to set the system date and time to the new values.

The change is immediate. The system will change its date and time immediately.

Page390f 170



Total Recall VR Embedded GUI

You can change the time zone only if there are no recordings on
systemlt is important to sethe time zone before you start recordir

As an alternative, Total Recall VR caannect and continuallgynchronise its internal
clock to a single, or a pair of, NTP clock sources.

To connect and continually synchronise the systkrtk to an NTP
source

1. Make sure thatotal Recall VR has a working network connectit
See sectiol.2 Network Configuratiorfor details on how to
configure the network interfaces.

2. Make sure thatotal Recall VR can access the NTP server(s) o
the network. This may require configuration of the network
infrastiucture such as routers and firewalls.

3. Avoid synchronising with ntp.org servers. Their IP addresses
change constantly. As a result, Total Recall VR may not be able
connect to an NTP server reliably.

4. Make sure th8ITP servergprovide UTC time.

When the configuration specifies two NTP servers, Total Recall VR will synchronise its
time with the # server. At times when thE' server is not available, Total Recall VR

will switch to the 29 server. Total Recall VR will switch to thé' erver asoon as the
15tserver becomes available.

Synchronise with NTP Source

1. Navigate to the Options Menu Screen using the [Menu] key. Se&wtral
Settingsand then seleddate & Time to display the Date and Time dialog.
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[5] Total Recall VR FZE E
18 Sep 2012 OPTIONS MENU 16:09:0&
182] =
General Se Set Date and Time
G ) ¥l Use NTP
CallSettinl  NTP Address1: 192 168 20 =200 ™"
NTF Address 2 : 0 0 o] 0
l Metwork S Manager
e;i Extension . . Shutdown
Time Zone Area : Australia
Time 2one City : Sydney
OK Cancel

2. Tick Use NTR
3. SetNTP Address 1o the IP address of the primary NTP server.
4. Optionally, seNTP Address 20 the IP address of a secondary NTP server.

DO NOT use the same IP address for both NTP servers. If you o
have one NTP server, 8TP Address bnly and leaveNTP
Address 20 0.0.0.0.

5. To clear a value, for example remd\@P Address 2press the [#] key in
all fields of the IP addresAlternatively,ether O as a valder each field of
the IP address

6. SetTime Zone AreaandTime Zone Cityas desired.

7. SelectOK to start he NTP clientwhich will connect to theSANTP server
for the first time.

If you get an error, then there is a networking problem between the Total
Recall VR and thesINTP server. You must correct the problem before
attempting the configuration again.

The change is immediate. The system will synchronise its date and time to that%f the 1
NTP server immediately his may result in a substantial eof time shift Then, the

system will continue to synchromists time with the NTP servers on regulasibavhich

may result in minute time shifts that do not affect the operation of Total Recall VR.

Page41of 170



Total Recall VR Embedded GUI

6.4. License Keys

Total Recall VR uses license keys to control access to certain features of the system.
The following keys exist:

1. Channel Key. It controls the number of VoIP and ISDN recording channels.
Analogue channels do not require a license key because they use a physical
hardwarevhich must be installed in the system in order to activate analogue
recording channels.

2. Feature Keylt controls access to the following features:
a. Extension Paties,
b. Signalling Mappimg,
c. Internal Dial Plan,
d. SMDR Parsing
e. SNMP Alarms,
f. NetworkArchiving and
g. RoD Agents.

A third key, known as Hardware Key, which is unique to every Total Recall VR system,
is used to generate the Channel and Feature keys. As a result, the Channel and Feature
keys are also unique and cannot be transferred fromataé Recall VRto another.

Both the Channel and Feature key can be either perpetual or time liffieedmbedded
GUI displays this attribute for each of the kefsne limited keys autmatically
deactivate features dhe expiry date. As a result, the behaviours of the system will
automatically change on the expiry date; for example, VolIP calls will no longer be
recorded or Network Archiving will simply stop working.

Generally license keys are appliedsgstensin the factory. However, there arases
when users need to ente@wlicense keg. For example, when changing the number of
ISDN orIP recording channel®r when replacing eléonic components in the system
after malfunction.

The Hardware Key is calculated by Total Recall VR from identifie
associated with variousegtronic components in the system. If yot

replace any of the following, then the system will have a new
hardware key: motherboard, CPU, disk drive and-badrd.

The rew Hardware Key will render any existi@hannel and Licens:
keys invalid.

All changes to the license keys start with the Hardware Key. It is not possible to
manuallychange the hardware key; however, it is required to generate new Channel and
Feature keys.
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View the Hardware Key

1. Navigate to the Options Menu Screen using the [Mi&ry. Select.icense
Settingsand then seled¢iardware Key to display the Hardware Key

dialog.
Total Recall VR FZE E
18 Sep 2012 CGPTIONS MENU & 16:51:25
p@qj General Settings ﬁ—'@; License Settings g Archive Settings
L[ ||
Call Settings | License Setting | Maintenance

Hardware Key -

Network Settil Hardware Key |+|ute Manager
FSFA - RALUE - DAAA I

ext

J‘; Extension Setl|
Cancel |

}lem Shutdown

Set License for ISDMN and YolP Channels

The Hardwae Key dialog shows the unique Hardwareykas 3 groups of 4 characters.
For example: FSFARAUB-DAAA on the previous screen capture.

If we ask you to tell us the Hardware Key of your system, then wi

expect to receive the 3 groups of 4 characters as shown on the
Hardware Key dialog on your system from you.

The Channel and Feature license keys compri$egodups of 4 digit numbers. For
example: 488548952552555555581828.
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When we give you a Channel or a Feature license key, then we \

give you6 groups of 4 digits each for each of the keys. You must
enter each group of digits exactly as received from us using the

embedded GUand by followingone of the subsequent procedures

Modify the Channel Key

1. Navigate to the Options Menu Screen using the [Menu] key. Setesise
Settingsand then selec@hannel License Keyto display the Channel Key
dialog.

5] Total Recall VR ‘e E
18 Sep 2012 OPTIONS MENU 2 16:52:01

p@qj General Settings ﬁ—'@; License Settings -“‘. : Archive Settings

License Settings

Channel License Key
WIePl - SO957 - F277 - TEIT - TVIT7 - Bl2s

haer

Expiry Date License does not expire,
ext, ISDN Channels 0]
J‘; Exte lown
VolP Channels a8
OK Cancel

Set License for ISDMN and YolP Channels

2. Enter each of the 6 groups of 4 digits individually.

Use the{ ] and [¢ ] keys to move between the entry fields for each of the 4

digit groups. If you make a mistake, simply type the 4 digit group from the
beginning.

3. SelectOK to record the license key the system configuratioiNote that
this step will close the Channel Key dialog. Repeat step 1 to display it again
and to view the license information.

The change is immediate. The system will validate the kdyfamlid it will
activatedeactivateecoding channelsaccording to the information stored in the key.
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Modify the Feature Key

1. Navigate to the Options Menu Screen using the [Menu] key. Satssise
Settingsand then seledteature License Keyto display the Feature Key

dialog.
[*] Total Recall VR |
18 Sep 2012 OPTIONS MENU = 16:52:38
License Settings
quJ Gen 18
Feature License Key
R - 3963 - 7791 - 1111 - 1119 - 4983
é‘} Call
Expiry Date License does not expira,
= Extension Policies fes
=B Net Signalling Mapping Yes e
Internal Dial Plan fes
"B B SMDR Parsing Yes own
SNMP Integration Yfas
Network Archive fes
RoD Agents Yfas
Set Licen|
OK Cancel

2. Enter each of the 6 groups of 4 digits individually.

Use the{ ] and [¢ ] keys to move between the entry fields for each of the 4
digit groups. If you make a mistake, simply type the 4 digit group from the
beginning.

3. SelectOK to record the license key the system configuratioMote that
this step will close the Channel Key dialog. Repeat step 1 to display it again
and to view the license information.

The change is immediate. The system will validate the kdyfamlid it will
activatedeactivate feanes according to the information stored in the key.

6.5. Remote Interface

Total Recall VR provides a Java Rligihsednterface(a.k.a.Remote Interfadethat
allowsclient applicationssuch as Total Recall VR Manager, to manage and control it

This interfacedepends ora TCP/IP network to connect clier@sdTotal Recall VR
systemsilt is recommended to configure the LAN 1 interface famreection to an
enterprise LAN.
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See sectioB.2 Network Configuratiorfor details on how to
configure the network interfaces.

LAN 1 or LAN 2, before attemptintpe followingRemote Interface

Make sure that Total Recall ViRas a working network interface:
configuration

To configure thdRemote Interfacé accept client connections over an enterprise LAN:

Configure theRemote Interfacdor LAN Access

1. Navigate to the Options Menu Screen using the [Menu] key. Seéaunbte
Manager to display the Remote Manager Settings dialog.

5] Total Recall ¥R & CF
18 Sep 2012 OPTIONS MENU 2 16:53:53
gqu General Setti Settings

Remote Manager Settings

é‘!‘ Call Settin 1 Use Dial-up
IP Address 192.188.3.100
Base Port 10010

Host Name

hance

l Metwork S Manager

E;i Extension Maximum Sessions 0% Shutdown

Session Duration 2 hours

Cancel

Set Remote Manager Settings

2. SelectlP Address Choose the IP address that is assigned tbARhe1 or
LAN 2 interface depending on which network you wish to use for client
connections.

3. EnterBase Port Clients need both the IP addresd #re base port in order
to connect to the Total Recall VR.

Page46 of 170



Total Recall VR Embedded GUI

4. SetMaximum Sessionso the maximum number (betweemfd 99) of
clients that are allowed to connect at the same time.

Each client connection requires system resources. The more clients connect
at the same time, the less system resources can be dedicated to recording.

5. SetSession Duratiorto the maximum duration (between 30 minutes and 2
hours and 30 minutes in 30 minute increments) of each session. Total Recall
VR will automatically end active sessions after this period forcing clients to
re-connect if they wish to continue to interacthwit.

6. SelectOK to restart the interface which will start accepting connections
from clients on the specified IP address and port.

The change is immediate. The system will close all active connections from clients, re
start itself and start acceptiognnections from clients on the specified IP address and
port.

6.6. Recorder ID

Every Total Recall VR can be assigned an ID which is a number between 1 and 999
inclusive. The default value of the ID is 1.

E If you have only one Total Recall VR, then you ézawve thdD set
to its default value. You maskip this section.

Total Recall VR uses its IBs a watermark when creating recordiagd archives of
recordings

If you have multiple Total Recall VRs, then it is mandatory to ass
& a different IDto each.

You risk data loss and corrupt archives if you do not.

To change the ID of a Total Recall VR:

Change the Recorder ID

1. Navigate to the Options Menu Screen using the [Menu] key. Select
Maintenanceand then sele@ystem Information to display theSystem
Informationdialog.
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Total Recall ¥R
09 Jan 2013

_____ =l = 5
= 15:55:39

pQJ General

L&)

Metwor

ext

]‘; Extensi

Upgrade So

System Information

* Software Revision :

* Analog Channels
* ISDN Channels :
*YolP Channels :
* Recorder ID :

* Stored Calls :

* Disk Usage :

* Mext Filter Change :

*Time Zone Data :

0K

3.9.020121212

8+0+0+0+0+4+0
UKW
8
0ol
17
0%
03 Apr 2013
201z2f

Upgrade

(tings

nce

anager

[hutdown

2. SetRecorder IDto a value between 1 and 999 (inclusive).

3. SelectOK to record the ID in the system configuration.

The change is immediate. Total Recall VR will start using the new ID immediately.
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7. Recording
Themain and most powerful feature of every Total Recall VR is the audio recorder.

Unlike most audio and telephony recording devices on the market, the recorder is a hybrid
channel recorder and as such it is capable of simultaneously recording on multiple
recading channels, which can be of different type (analogue, VolP or ISDN).

The embedded GUI makes provisions for displaying recordings in progress and
management of the recorder configuration.

7.1. Recording Storage

Every Total Recall VR system comes withlomad hard drive storage for recordings.
The hard drive storage has enough space to store the maximum audio hours as shown in
the following table:

Encoding | Encoding Rate | Audio Hours
HQVQ 7.9Kbps 380,000
AMBE 2.4Kbps 1,140,000
SPEEX 15Kbps 240,000
G.711 64Kbps 60,000

In addition Total Recall VR comes with a database for storing additional information for
each of the recordings. The database has enough space to store the maximum number of
records as shown in the following table:

Model Maximum Records Low Watermark
LinX Omnia 700,000 600,000
LinX Altus 500,000 400,000
LinX Neos 500,000 400,000
LinX Essence 600,000 500,000
LinX Essence GUI | 500,000 400,000
LinX Virtualis 900,000 700,000
LinX Edge 900,000 700,000

To put the limits in perspective, the-board storage ohinX Essenceystems can store
600,000individual recordings of 3&inutes duratiomach or 300,000 recordings of 76
minutesdurationwhen using thélQVQ, 8000Hz, 7.9Kbps, moraudio format.
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Thestorehas a builin auto cleaning mechanism which ensures that the system has
enough free space into continue recording endlessly.

A working archiving strategy must be implemented to avoid losin
recordings as a result of autteaning.

In general, the autoleaning function automatically deletes recordings when the number
of recordings reaches mattean the maximum records (see previous tadnéhe disk
occupancy reaches 95% whichever occurs first. It removes oldest first recordihgs un
the numbepf recordings reduces to the low watermark (see previous tatliegs and

the disk occupancy is below 88%

It is possible to specify the maximum life time of recordings. If this is the case, then the
autocleaning function may never rus expired recordings are purged from the system
on hourly basis

7.2. Recording Interface
Total Recall VR has three different types of audio recording channels:

1. Analogue recording channels, which are capable of capturing audio from
different analogue sourcesdaanalogue telephone lines.

2. IP recording channelsvhich can operate in passive and active mode.

a. In passive mod& recording channelsre capable of detecting and capturing
SIP, H.323 and RTP packets on IP networks via a SPAN port on an Ethernet
switch oran alternative Ethernet link tapping device.

b. In active moddP recording channeksre capable of processing SIP sessions
(calls) as well as receiving raw RTP streams directly on one or both of the
system LAN interfaces.

3. ISDN recording channels, which are capable of capturing and processing
signalling and audio on ISDN PRI telephone links.

The Total Recall VR deployment guif# contains detailed

information and specification for each type of channel.

7z

73. How t o ¢é

Total Recall VR starts recording as soon as it is deployed and its recording channels are
activated.
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The Total Recall VR deployment guifig contains details on how t
: deploy a Total Recall VR in various recording scenarios.

Recordings that are in progremstomaticallyappeaion the Logging scen as shown on
the subsequent screen capture.

Total Recall ¥R

18 Sep 2012 LOGGING = 10:30:36
Date | Time | Length | From | To | Zh. | H

18 Sep 2012 | 10:29:30 |00:01:06 | 0414222333 | 2139 | =29 | C

13 Sep 2012 | 10:29:27 | 00:01:09 | 2001 | 2006 | ~27 | C

18 Zep 2012 10:27:10 00:03:26 2038 0388720000 <63 C

18 Zep 2012 10:27:04 00:03:40 Emil 2077 285 C

13 Sep 2012 | 10:23:40 |00:07:04 | 95563444 | Tanya’=s Phone | >23 | C

18 Zep 2012 | 09:21:40 | 00:09:04 | CEQ | CFO |20 s

17 Jep 2012 | 23:30:00 [ 00:00:36 | aDay FMizont) | 1?1 |

17 Sep 2012 | 23:30:00 | 00:00:36 | 203 FM (cont) | | 72 | C

Call : 4/8/410793 Used : 51%

Figure 10: Logging Screen Showing Recordings in Progress

You can use [*] key to tagnd untagrecordings while in progres$o tag or uaag
recordings in progressse the [ ] and[¢ ] key to navigate to the row that shows data
of the recording that you wish to tag, ortag if it is already tagged and then press the

[*] key.

Additionally, you caruse the [#] to lock and diock recordings. Locked recordings

cannot be deleted frothe system. To lock and tiack recordings in progress, use the

[i 1and [¢ ] key to navigate to the row that shows data of the recording that you wish to
lock, or unlock if it is already locked, and then press the [#] key.

When complete, recordings are @rad from this screeihis screen is emptyt Emes
when there are necordings in progress
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Sectiond4.1Logging Screemlescribes the structure and the information that appears on
this screen in great detail.

7.4. Configuration

The audio recorder h@®mprehensive configurati@ptions The embedded GUI makes
provisionfor the management of most including

1. Analogue Settings:realogue recording channel configuration.
2. ISDN SettingsiSDN recording channel configuration.

3. VolIP SettingsVolIP recording channel configuration.

4. Call Settings: gneral recorder configuration.
5

. Extension Settings: global recording policy amteasions recording
policies (basic configuration only, some limitations apply)

However, management cfome configuration is only possible with the Total Recall VR
Manager application. This includes:

1. Extenson Settings: gtension recording policies (advanced configuration)
2. Signalling Mapping: signalling mappirrgles

3. Internal Dial Pan: internal dial plan rules

4. PBX Integration SMDR processingonfiguration.

Total Recall VR uses the Signalling Mapping amigrnal Dial Plan configuration to
classify numbers, which it detects in signalling messages when recording telephone
calls, as Total Recall VR Extensions (see se@i8rlExtensionk

Internal Dial Plan and Extension Settirigslvanced recording

Use Total Recall VR Manager to configure Signalling Mapping,
policies).

7.4.1. Analogue Settings

Total Recall VR may be equipped with analogue recording channels, which are
capable of capturing audio from different analogue sources and analogue telephone
lines.

The default configuration for all angoe recording channels is:
Recording trigger: V& level 4,signal level32dBm (19.5mV).
Beep tone: disabled (off).

DTMF tone detection: enabled (on).

A =/ =4 =4

VoX timeout: 15seconds
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M Channel extensiomot set

To change the configuration of the analogeeording channels:

Configure Analogue Recording Channels

1. Navigate to the Options Menu Screen using the [Menu] key. Sehatdg
Settingsto display the Channel Settings dialog.

Total Recall VR o @ A
25 Feb 2016 OPTIONS MENU = 13:41.51
Eg!] (| Channel Settings [
Channel Trigger Beep | DTMF| WOX | Extension
Ty 1 Off-Hook 4 [High  |On 12 2001
@'- 42 Off-Hook 4 [High  |On 12 2002
S Off-Hook 4 [High  |On 12 2003
4 Off-Hoaok 4 igh On 12 2004
=] W= WO 3 Off Off 3 -
= = WO 3 Off Off 3 -
7 WO 3 Off Off 3 -
o 5 WO 3 Off Off 3 -
= g2 Off High [On 7 -
10 Off High [On 7 -
11 Off High [On 7 -
12 Off High [On 7 -
0K
Set A

2. Usethe{ ] and [¢ ] key to navigate to the row thglhowsdata for the
channel that you wish to change. Press the [Select] key to display the
Channel Configuration dialog.
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] Total Recall VR o' @ Bd
25 Feb 2016 OFTIONS MENU = 15:41:16

%QJ Channel inas
Chan Channel Configuration :

Channel : 4
Trigger : Off-Hook 4
(™ Beep : High
Detect DTMF : on
EJ}; b YOX Timeout : 12 Secs n
Extension : 2004
Apply Apply All Cancel

|
= = = 0| Do) =) ) ) s L P —

=

Set Ar =

3. To definethetype of eventhat triggers (start/stopgcording on the
analogueaecordingchannel selectTrigger.

Select an OfHook leve if you wish to use DC voltage change as a

recording trigger. When a telephone line is connected to the channel, typical
on-hook voltage is above 42V and dfbokvoltageis below 15V.

Recording starts when tli¥C voltageon the linethat is connected tilne
recording channddecomes lower than the one set by theldifbk level. It

stops when th®C voltageon the linebecomes higher than the set-Off

Hook level.

Trigger DC Voltage
Off-Hook 1 5V
Off-Hook 2 10V
Off-Hook 3 16.5V

Off-Hook 4 20V
Off-Hook 5 25V
Off-Hook 6 30V

Select a VX level if you wish to use thgignal levelas a recordingrigger.
Recordingstars whenthe level of thesignalon the line that is connected to
the recording channel is above the level set by the VOX lestb when
the sgnallevelis below the VX level, but after a ser configurable grace
period: se&/OX Timeoutbelow.
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Trigger Signal Level

VOX 1 -20dBm (77.5mV)
VOX 2 -24dBm (48.9mV)
VOX 3 -28dBm (30.8mV)
VOX 4 -32dBm (19.5mV)
VOX 5 -36dBm (12.3mV)
VOX 6 -40dBm (7.75mV)

Select Manual if you wish tallow third party applications to control
recording over the Total Recall VRemote Interfacen the channel.

Finally, if you do not connect a signal or telephone line to the recording
channel, then seleGiff.

. To enable the generation of ceding beep (pip tone) select Ldguiet, -
30dBm), Medium(-24dBm)or High (loud, -18dBm) as value foBeep
otherwise leave it to its default value Off.

If enabled, Total Recall VR will generate a short beep tone éesgconds
on the line. The tone will be heard by all partiegt are connected by the
line.

. Optionally, select Off foDetect DTMFto disable DTMF tone detection on
the channel.

Total Recall VR detects DTMF tones by default on all recording channels,
including the analogue recording channels. However, you may use analogue
channels to record analogue signal from sources other than analogue
telephone lines. Such sources may not carry DTMF tones, but may contain
frequencies that resemble DTMF tones whichal &ecall VR will

(incorrectly) interpret as DTMF tones.

. If Triggeris set to a VoX level, then entéoX Timeout

This parameter defines the period of
above the level set for the analogue channel) during recondiiodpy must
pass before Total Recall VR stops recording on the channel.

. Optionally, enteExtension

The value that you enter with the control keypad can be a combination of
digits only. For example: 2001. Use Total Recall VR Manager to enter any
freetextv al ue. For example: Tanyads Phon

To clea the value, press the [#] key.

Tot al Recall VR wuses this value as ¢
identifier forsource ofecordings that are captured on the channel. Any
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number information in the callgnalling will override this value when
recording calls on analogue telephone lines.

8. SelectApply to record the new s@tgs in the configuration. Note thiis
does not actually apply the new configuration to the recording channel.

Optionally, selecApply All to recordthe same settings for all analogue
recording channels.

9. Repeat steps 2 to 7 for other recording channels.

10. SelectOK when viewing the Channel Settings dialog to actually apply the
new configuration to analogue recording channels.

If an analogue recording channel Aagyger set to a VOX level:

1. The interval between calls must exceed the valWOof Timeout
If a new call starts within the timeout on the same channel, then”
Recall VR assumes it is the continuation oft¢herent recording

which is in progress. The audio of both calls will appear in the sa
recording.

2. If a call is put on hold without music on hold, then recording wi
terminate after the period specified WX Timeout Total Recall
VR will start a newecording when the call recommences.

If you changehe configuratiorwhile recording, then all active
recordings on all analogue channels will terminate when you sele

OK on the Channel Settings dialog.

New recordings will start based on the newfaurationfor the
analogue channels.

7.4.2. ISDN Settings

Total Recall VR may be equipped with ISDN recording channels, which are capable
of capturing signalling and audio on ISDN PRI links.
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m Use a Channel (license) Key to activate ISDN recording channel:
section6.4 LicenseKeys

Unlike analogue channels, it is not possible to configure ISDN recorbanges
individually. Instead the configuratiaraptures the configuration tife ISDN PRI
links that are tapped by Total Recall VR.

ISDN recording channels DO NOT map to B channels on ISDN F
links. Theyare allocated dynamically to calls al ISDN PRI links
on firstcome, firstserved basis.

Total Recall VR can tap boE1 and T1 linksThe default configuration fazach
type oflink is:

E1l Link T1 Link
Line Frame CRC4 ESF
Line Code HDB3 B8ZS
Protocol EurolSDN E1 National ISDN 2
D Channel 16 24
B Channels 30 23
Dial Plan National National
Local Dial Plan | National National
Country Code Australia USA

m Theconfiguration for each ISDN link should reflect the configurat
for that link on the PBX.

To change the configuration of tHe&DN links andrecording channels:
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Configure ISDN Links

1. Navigate to the Options Menu Screen using the [Menu] key. S&8lB&t
Settingsto display thel SDN ProviderSettings dialog.

el =
= 14:33:26

Total Recall VR -
20 Sep 2012

OFTIONS MENU

pﬁ% General Settings ﬁ@; License Settings _-_-F'. } Archive Settings

intenance

@ Call Settings

ISDN Provider Settings -

Link | Interface | Ports H
Metwork Settii| 1 El SOBE+1D(16) ote Manager
2 El S0E+1D(16)

tem Shutdown

ext _
]‘; Extension Sett

OK | Cancel

Set ISDN Parameters

2. Usethe{ ] and [¢ ] keysto navigate to the row thahowsdata for the link
that you wish to change. Press the [Select] key to display the ISDN Span
Settings dialog.

el =

Total Recall VR -

20 Sep 2012 OPTIONS MENU = 14:34:12

p:QJ ISDN Span Settings i

7o) General S5e Settings
Line Interface El

; Line Frame CRC4

@ Call Settin| Line Code HCE3S nance
Protocol EuralSDM EL
D Channel 18

MNetwork S B Channels 30 e Manager
Dial Plan Mational

s Local Dial Plan Mational

]‘; Extension [ Shutdown
Country Code Australia

[ Trace Signalling
Set ISDN Parar Ok | Cancel
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3. Select values for various @eneters so that they match the configuration for
the ISDN link on the PBX.

4. Optionally, tickSignalling Tracing.

If you enable signalling tracing, then Total Recall VR will write all ISDN
signalling messages that it deteatsthe linkin the log. You camxamine
the logsand view the content of the messag#$ Total Recall VR
Manager.

This feature is only intended for troubleshooting. DO NOT lewa
during normal operation. It will severely reduce the recording capacity of
the system.

5. SelectOK to record the new satgs in the configuration. Note thetis
does not actually apply the new configuration to the dné recording
channels

6. Repeat steps 2 to 4 for other links.

7. SelectOK when viewing the ISDN Provider Settings dialog to actually
apdy the new configuration to the links which will alsegenfigure the
ISDN recording channels.

If you change the configuration while recording, then all active
recordings on all ISDNecordingchannels will terminate when you

selectOK on the ISDN Povider Settings dialog.

New recordings will start based on the new configuration for the
ISDN links and channels.

7.4.3. VoIP Settings

Total Recall VR may be equipped with recording channelsvhich can operate in
passive and active mode.

In passive mod&P recording channelare capable of detecting and capturing SIP,
H.323 and RTP packets on IP networks via a SPAN port on an Ethernet switch or an
alternative Ethernet link tapping device.

In active moddP recording channeksre capable of processing SIRsens (calls)
RTSP sessions amdw RTP streams directly on one or both of the system LAN
interfaces.
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m Use a Channel (license) Key to activlRerecording channelsee
section6.4 LicenseKeys.

Unlike analogue channels, it is not possible to configfaneecording channels
individually. Instead the configuration captures the configuration of VolP packet
collectorand the UDP port service which ae integrapart of every Total Recall
VR.

IP recording channebsre virtual (ephemeral) channels. They are
allocated dyamically to SIP sessionRTSP session$].323 calls
and RTP streamsn firstcome, firstserved basis.

7.4.3.1. Packet Collector Settings

The VolIP packet collector is a passive packet detection and collection engine that
by default attaches to the LAN 2 interéa As a result iletects andollects all
SIP, H.323 and RTP packets that appear on the LAN 2 interface.

Each Total Recall VR has one internal VolP packet collector that can collect SIP,
H.323 and RTP packets on one LAN interféitat isspecifiedin its configuration

To change the configuration of the VolP packet collector:

Configure theLocal VolP Packet Collector

1. Navigate to the Options Menu Screen using the [Menu] key. Sébdet
Settingsto display the VoIP Settings suhenu.
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Total Recall VR o' @ B4
07 Sep 2017 OPTIONS MENU & 07:42:25
pan GeneralSeitings tings
YVolIP Settings
Call 5el Packet Collector | ‘ RTP Streams ‘ fhce
‘ YolP Calls ‘ ‘ Tait VRP ‘
Metwor anager
‘ RTP Endpuoints ‘ ‘ SIP Media Server ‘
e;i Extensi ‘ R eedla Seel ‘ putdown
‘ Return ‘

Set YWolP Parameters

2. SelectPacketCollector to display the Packet Collector Settings dialog:

[ Total Recall VR : o =7 X
19 Aug 2014 QOPTIONS MENU & 12:12:55
pgqj General Spitings = lirense Settings Archive Spitings

YolIP Settings

call Seil [| Packet Collector Settings Ihce
Connection Type

Networ Connector LA 2 anager
IP Address 122 165810200

ext Port Inozo

J‘; Extensi [utdown

OK | | Cancel
! Return

Set VolP Parameters

3. SelectConnector TypeChoose:
1 None: if you wish to disable the VolP packet collector.

1 Local: if you wish to enable and use the local VolP packet collector.
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4. SelectConnector This is the LAN connector which will be used for VolP
call recording.

We recommend you use LAN 2 for VolIP call recording. This leaves LAN 1
for connection to the enterprise LAN.

5. SelectOK to apply the new configuration to the VolP packet collector
which will also reconfigure thdP recording channels

If you change the configuration while recording, then all active
recordings on allP recording channelsill terminate when you

selectOK on the Packet Collector Settings dialog.

New recordings wilktart based on the new configuration for the
VoIP packet collector and channels.

If you are using a Total Recall VR Traffic Collector, then you must configure Total
Recall VR to accept packets from the Traffic Collector instead of usingtéraal
VoIP packet collector.

Traffic Collectors can send packets that they collect from networks using the TCP of
UDP protocol. TCP is the recommended protocol as it guarantees the delivery of
packets.

Configure the Remote VolP Packet Collector

1. Navigate to th@®©ptions Menu Screen using the [Menu] key. SeledP
Settingsto display the VoIP Settings suhenu.
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Total Recall VR : = = |
07 Sep 2017 OPTIONS MENU & 074225
gqu General tings
YVolIP Settings
Call 5e Packet Collector RTP Streams e
YolP Calls Tait VRP
Metwon anager
RTP Endpoints SIP Media Server
e;i Extensi RTSF Media Server utdown
Return
Set VolP Parameters

2. SelectPacket Collectorto display the Packet Collector Settings dialog:

[ Total Recall VR : o =7 X
19 Aug 2014 OPTIONS MENU = 12:14:06
g:qJ General

L)

YolIP Settings

call Seil [| Packet Collector Settings Ihce
Connection Type Femote — TCP

Networ Connector LAN 2 anager
IP Address 192.168.10.200

ext Fort 10020

J‘ Extensi utdown

OK Cancel
Return

Set VolP Parameters

3. SelectConnector TypeChoose:
1 None: if you wish to disable the packet egalior.

1 Remote TCP: (recommended) to use the TCP protocol for packet
delivery.
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1 Remotei UDP: to use the UDP protocol for packet delivery.
4. SelectlP Address

This is either the IP address that is assigned to the LAN 1 interface or the IP
address assignéd the LAN 2 interface.

We recommend you use the IP address assigned to the likterface for
VolIP recording. This leaves LAN 1 for connection to the enterprise LAN.

5. EnterPort.

This is the TCP or UDP port that Total Recall VR will use to accept
connectons from Traffic Collectors.

6. SelectOK to apply the new configuration to the VolP packet collector
which will also reconfigure thdP recording channels

If you change the configuration while recording, then all active
recordings on allP recordingchannelswill terminate when you
selectOK on the Peket Collector Settings dialog.

New recordings will start based on the new configuration for the
VoIP packet collector and channels.

7.4.3.2. VolP Calls Settings

By default, the VoIP packet collector deteSt® sessions on the network that is
connected to the LAN 2 inteda. It ignores all H.323 calls

To change the configuration for VoIP call recording:

Configure VolIP Call Recording

1. Navigate to the Options Menu Screen using the [Menu] key. Sébdet
Setings to display the VoIP Settings sthenu.
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Total Recall VR - ‘@ B
07 Sep 2017 OPTIONS MENU & 074225
gqu General
YVolIP Settings
Call 5e Packet Collector RTP Streams e
YolP Calls Tait VRP
Metwon anager
RTP Endpoints SIP Media Server
e;i Extensi RTSF Media Server utdown
Return
Set VolP Parameters

2. SelectVolP Calls to display thev/olP CallsSettings dialog:

] Total Recall VR - |
22 Jul 2013 OPTIONS MENU 2 1005530

p@qj General Settings ﬁ—'@; License Settings @ Archive Settings

%‘!‘ Call Settig - nce
YolP Call Settings
Network| Signaling Type Manager
[1Trace Signalling
ext
J‘ Extension hutdown
OK Cancel
| | |

Set VolP Paramaters

3. SelectSignalling Type Choose:
1 Unsupported: if you wish to disable VolP call recording.
1 SIP: if your network is using SIP signalling.
1 H.323: ifyour network is using H.323 signalling.
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4. Optionally, tickTrace Signalling

If you enable signalling tracing, then Total Recall VR will write all SIP and
H.323 messages that it receiwests logs You can examine the logs and
view the content of the memges with Total Recall VR Manager.

This feature is only intended for troubleshooting. DO NOT leave it on
during normal operation. It will severely reduce the recording capacity of
the system.

5. SelectOK to apply the new configuration to the VolP packetexitbr
which will also reconfigure thdP recording channels

If you change the configuration while recording, then all active

recordings on allP recording channelsill terminate when you
selectOK on the VolP Call Settings dialog.

New recordingsvill start based on the new configuration.

7.4.3.3. RTP Endpoint Settings

Total Recall VRcan record RTP streams that are $sttveerRolP and AolP
equipment in passive modesimilar to recording VolIP calls.

By default, Total Recall VR does not record any RTP streams unless they are part
of a SIP sessio.o record RTP streams that are dagtiveen RolP devicgsu
must add RTP Endpoints to the configuration.

Total Recall VR will collect RTP packets in gage mode if you add
RTP Endpoints to the configuration.
If you wish to record RTP streams in active madang UDP port

servicesthen add RTP Streams to the configuration.

To add an RTP Endpoitd the configuration:

Add RTP Endpoings)

1. Navigate to the Options Menu Screen using the [Menu] key. Sébdet
Settingsto display the VoIP Settings sthenu.
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Total Recall VR g M
07 Sep 2017 QOPTIONS MENU 2 07:42:25

EqJ General Settings == lirense Seltinns

_g =
YVolIP Settings
Call 5e Packet Collector | ‘ RTP Streams ‘
‘ YolP Calls | ‘ Tait VRP ‘
Metwon anager
‘ RTP Endpoints | ‘ SIP Media Server ‘
t RTSF Media Server ‘
e;i Extensi ‘ utdown
‘ Return ‘

Set VolP Parameters

SelectRTP Endpoints to display thaable ofRTP Endpoint Settings

[5] Total Recall ¥R it | M
04 Sep 2013 OPTIONS MENU 2 16:53:32

E“’!J Ceneral Se RTP Endpoint Settings
° IP Address Tx Port

192.168.150.2  [9000 —
192.168.130.3 |- 8000
192.168.150.100[5000 S0o2
192.168.3.100  [501[0-3] s02[0-3]
224.0.0.1 4400 —

Fox Port

@ Call Settin

MNetwork 5

Shutdown

ext ~
]‘; Extension

Set VolP Parary S || OK | | Cancel

SelectAdd to display the RTP Endpoint Settings dialog:
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4. EnterlP Address

This is the IP address of tRoIP device where RTP stream originate and/or
terminate

5. Optionally, if you wish to record the RTP streams that originate from this
RolPdevice enterTx Port.

Note: you must entéfx Portor Rx Port, or both. If you enter onlyx Port,
then Total Recall VR will record all RTP streams that are sent by the RolP
device with the specified IP address on the specified Tx port.

Use theTotal Recall VRManager application to enter a regular expression
which matches a range of ports. For example, 7@)[@hich will instruct
Total Recall VR to record all RTP streams that originate fromRbi®
deviceon ports 7000 to 7009 inclusive.

6. Optionally, if you wish to record the RTP streams that terminate aRtii3
device enterRx Port

Note: you must enteFx Port or Rx Port, or both. If you enter onlRx Port,
then Total Recall VR will record all RTP streams that are received by the
RoIP device with the specified IP address on the specified Rx port.

If you wishto record multicast RTP streams, then eReiPortand leave

Tx Portblank. For example, to record a multicast stream sent to IP address
224.0.0.1 and port 4400, enter 224.0.0.IFoAddressand 4400 folRx

Port.

Use theTotal Recall VRManager applid#on to enter a regular expression
which matches a range of ports. For example, 79Df@hich will instruct
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